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䝖䝷䝣䜱䝑䜽≉ᚩ㔞䛾᫬⣔ิ䝕䞊䝍䛻䛚䛡䜛
┦㛵≉ᛶ䜢⏝䛔䛯ኚ໬Ⅼ䛛䜙䛾␗ᖖ᳨ฟ

B䠐 ᯇᮏ ு௓

ᖹᡂ䠍䠕ᖺᗘ ᚋᮇ㞧ㄅ఍
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◊✲⫼ᬒ

� ィ⟬ᶵ䞉䝛䝑䝖䝽䞊䜽䛿♫఍䛻ᚲせ୙ྍḞ

� 䜴䜱䝹䝇䛺䛹䛾Ⓨ⏕ ⇒ 䝉䜻䝳䝸䝔䜱䛜㔜せ
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◊✲⫼ᬒ

� ⌧ᐇ䛻䛿ᵝ䚻䛺⿕ᐖ䜢ཷ䛡䛶䛔䜛

� 䝛䝑䝖䝽䞊䜽䝉䜻䝳䝸䝔䜱䛾☜ಖ

� IDS(䜲䞁䝅䝕䞁䝖ศᯒ䝅䝇䝔䝮)䜈䛾ὀ┠

⇒ྛ✀䝻䜾䝕䞊䝍䛛䜙䛾䜲䞁䝅䝕䞁䝖ೃ⿵䜢᳨ฟ

⇒䝛䝑䝖䝽䞊䜽⟶⌮⪅䛾┘ど䜢ຠ⋡໬

䝸䜰䝹䝍䜲䝮᳨▱
䠄䜲䞁䝅䝕䞁䝖䜢᳨ฟ䛧䜰䝷䞊䝖䜢ฟ䛩䠅
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䝸䜰䝹䝍䜲䝮᳨▱䛾◊✲

䞉୙ṇ䜰䜽䝉䝇
䞉䝛䝑䝖䝽䞊䜽㞀ᐖ
䞉䝃䜲䝞䞊䝔䝻

↓
ኚ໬Ⅼ

䝛䝑䝖䝽䞊䜽䝉䜻䝳䝸䝔䜱䝛䝑䝖䝽䞊䜽䝉䜻䝳䝸䝔䜱䝛䝑䝖䝽䞊䜽䝉䜻䝳䝸䝔䜱䝛䝑䝖䝽䞊䜽䝉䜻䝳䝸䝔䜱

■ኚ໬Ⅼ᳨ฟ䜢䝉䜻䝳䝸䝔䜱䛻฼⏝
⇒ኚ໬Ⅼ᳨ฟ䛻䜘䛳䛶䜴䜱䝹䝇⿕ᐖ➼䜢㜵䛠
⇒ 䝕䞊䝍䝬䜲䝙䞁䜾䝕䞊䝍䝬䜲䝙䞁䜾䝕䞊䝍䝬䜲䝙䞁䜾䝕䞊䝍䝬䜲䝙䞁䜾䛾䛾䛾䛾ほⅬほⅬほⅬほⅬ䛛䜙䝉䜻䝳䝸䝔䜱䛻ᛂ⏝

◊✲◊✲◊✲◊✲ 䠖 ᫬⣔ิ䝕䞊䝍䛛䜙䛾እ䜜್≉ᐃ䛻䜘䜛ኚ໬Ⅼ᳨ฟ

㏻ಙ㔞䛾
᫬⣔ิ䝕䞊䝍
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䛣䜜䜎䛷䛾ᡭἲ䛾ၥ㢟Ⅼ

� ㏻ಙ㔞䜔䝖䝷䝣䜱䝑䜽≉ᚩ㔞䜢༢୍䛷౑⏝
� ␗ᖖ≧ែ䛜඲య䛸䛾㛵ಀ䛻䛚䛔䛶୙᫂░

� ༢୍䛾䝕䞊䝍䛷䛿ṇᖖ䛸␗ᖖ䛾༊ู䛜ᅔ㞴

䞉ᝏ㉁䛺ᨷᧁ䛷䛒䜛DoSᨷᧁ

䞉୙ṇ䜰䜽䝉䝇䛾‽ഛẁ㝵䛷⏝䛔䜙䜜䜛䝫䞊䝖䝇䜻䝱䞁

୍䛴୍䛴䛾㏻ಙ䛿ṇᖖ䛷䛒䜛䛣䛸䛜ከ䛔

⇒᳨ฟ䛜ᅔ㞴䛷䛒䜛ᨷᧁἲ
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ᮏⓎ⾲

ᩥ⊩[4]䛻䜘䜛ChangeFinder䠄ኚ໬Ⅼ᳨ฟ䜶䞁

䝆䞁䠅䜢⏝䛔䛶䚸䝖䝷䝣䜱䝑䜽≉ᚩ㔞䛾┦㛵≉ᛶ
䜢฼⏝䛧䛯ᡭἲ䜢ᥦ᱌䛩䜛䚹

⇒ ༢୍䛾≉ᚩ㔞䛷䛿䛸䜙䛘䜙䜜䛺䛔␗ᖖ䜢᳨ฟ

⇒ DoSᨷᧁ䛸䝫䞊䝖䝇䜻䝱䞁᳨ฟ䛾⢭ᗘྥୖ

[4] J. Takeuchi and K. Yamanishi, “A Unifying Framework for 

Detecting Outliers and Change Points from Time Series,” IEEE 

transactions on Knowledge and Data Engineering, pp.482-492, 

2006.
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Ⓨ⾲䛾ὶ䜜

� ᥦ᱌ᡭἲ䛾ㄝ᫂

� ᐇ㦂䛸⪃ᐹ

� 䜎䛸䜑
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┠ḟ

� ᥦ᱌ᡭἲ䛾ㄝ᫂

� ᐇ㦂䛸⪃ᐹ

� 䜎䛸䜑
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ኚ໬Ⅼ᳨ฟ䛻䛚䛡䜛␗ᖖ᳨ฟ

■ 䛣䜜䜎䛷䛾ᡭἲ

༢୍䛾䝖䝷䝣䜱䝑䜽≉ᚩ䛛䜙␗ᖖ䜢᳨ฟ

⇒ṇᖖ䛸␗ᖖ䛜ΰྜ䛥䜜䛯⤖ᯝ䛸䛺䜛

[౛1] HTTP䛻䛚䛔䛶኱㔞䛾㏻ಙ䛜㉳䛝䛯᫬
⇒୙ṇ䜰䜽䝉䝇䛻䜘䛳䛶⏕䛨䛶䛔䜛
⇒䝩䞊䝮䝨䞊䝆䜢ぢ䛶䛔䜛ே䛜኱㔞䛻䛔䜛

[౛2] ༢୍䛾≉ᚩ㔞䛷ኚ໬Ⅼ䜢᳨ฟ
⇒ྛ᫬㛫䛻䛚䛔䛶඲య䛸䛾㛵ಀ䛜ศ䛛䜙䛺䛔
⇒༢୍䛾≉ᚩ㔞䛷䛿ኚ໬Ⅼ䜢␗ᖖ䛸䛩䜛タᐃ䛜ᅔ㞴
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ᥦ᱌ᡭἲ䛻䜘䜛␗ᖖ᳨ฟ

■ᥦ᱌ᡭἲ

」ᩘ䛾䝖䝷䝣䜱䝑䜽≉ᚩ䛾┦㛵㛵ಀ䜢฼⏝

⇒ṇᖖ䛸␗ᖖ䜢༊ู䛷䛝䜛ྍ⬟ᛶ䛜㧗䛟䛺䜛

1䚸 䝖䝷䝣䜱䝑䜽䛛䜙≉ᚩ㔞䜢ᢳฟ䛧᫬⣔ิ䝕䞊䝍సᡂ

2䚸 ᫬⣔ิ䝕䞊䝍䛻䜘䜛┦㛵ಀᩘ᫬⣔ิ䝕䞊䝍సᡂ

䞉」ᩘ䛾䝖䝷䝣䜱䝑䜽≉ᚩ㔞䛾㛵ಀ䜢⪃៖
⇒༢୍䛾≉ᚩ㔞䛷䛿ᤊ䛘䜙䜜䛺䛔ኚ໬䜢ᢳฟ

3䚸 ┦㛵ಀᩘ᫬⣔ิ䝕䞊䝍䛛䜙ኚ໬Ⅼ᳨ฟ⇒␗ᖖ
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䝖䝷䝣䜱䝑䜽≉ᚩ㔞ᢳฟ䛾ὶ䜜

䝦䝑䝎᝟ሗ(A)ู䝟䜿䝑䝖䝕䞊䝍

䝦䝑䝎᝟ሗู(A)

㏻ಙ㔞

䝦䝑䝎᝟ሗ䛾⤌䜏ྜ䜟䛫(B)

䛻䜘䜛೫䜚䜢ᩘ್໬

䝟䜿䝑䝖䝕䞊䝍䝻䜾

■䝦䝑䝎᝟ሗ䛾✀㢮
䠄A䠅䝃䞊䝡䝇ู䚸䝣䝷䜾ู䚸䝟䜿䝑䝖䝃䜲䝈⠊ᅖู
䠄B䠅㏦ಙඖIP䚸㏦ಙඖ䝫䞊䝖䚸㏦ಙඛIP䚸㏦ಙඛ䝫䞊䝖䚸䝟䜿䝑䝖䝃䜲䝈

⇒ᮏⓎ⾲䛷䛿DoSᨷᧁ䛸䝫䞊䝖䝇䜻䝱䞁䛾᳨ฟ⢭ᗘྥୖ䜢┠ᶆ

┘ど䝛䝑䝖䝽䞊䜽
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DoSᨷᧁ

■ DoSᨷᧁ䠄HTTP䜈䛾ᨷᧁ䛸ᐃ⩏䠅

㏦ಙඛIP䠇㏦ಙඛ䝫䞊䝖䠇䝕䞊䝍䝃䜲䝈

┦㛵䛻ᛴ⃭䛺ኚ໬

䞉኱㔞䛾᥋⥆せồ䜢㏦䜛䛣䛸䛷䝃䞊䝞䛻㐣㈇Ⲵ䜢Ⓨ⏕
䛥䛫䜛ᨷᧁ⇒୍䛴୍䛴䛿ṇᖖ䛺㏻ಙ䠄᳨ฟ䛜ᅔ㞴䠅

⇒ᶵᲔⓗ䛻⾜䛖䛣䛸䛜ከ䛔䛯䜑䚸䝦䝑䝎᝟ሗ䛻೫䜚䛜⏕䛨䜛

㏻ಙ㔞䛸೫䜚䛿㏻ᖖ䛷䛿䜖䜛䜔䛛䛺┦㛵㛵ಀ

DoSᨷᧁ䛷䛒䜛ྍ⬟ᛶ䛜㧗䛔

⇒㏻ಙ㔞䛸೫䜚䜢᫬⣔ิ䝕䞊䝍䛻ᢳฟ
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᫬⣔ิ䝕䞊䝍ฎ⌮(౛䠖㏻ᖖ≧ែ)

᫬㛫᫬㛫᫬㛫᫬㛫 ㏦ಙඖ㏦ಙඖ㏦ಙඖ㏦ಙඖIP.㏦ಙඖ㏦ಙඖ㏦ಙඖ㏦ಙඖ䝫䞊䝖䝫䞊䝖䝫䞊䝖䝫䞊䝖 > ㏦ಙඛ㏦ಙඛ㏦ಙඛ㏦ಙඛIP.㏦ಙඛ㏦ಙඛ㏦ಙඛ㏦ಙඛ䝫䞊䝖䝫䞊䝖䝫䞊䝖䝫䞊䝖: (䝟䜿䝑䝖䝃䜲䝈䝟䜿䝑䝖䝃䜲䝈䝟䜿䝑䝖䝃䜲䝈䝟䜿䝑䝖䝃䜲䝈)

00:37:07 IP 172.16.114.50.http > 206.48.44.50.2222: . ack 5841 win 32120

00:37:17 IP 172.16.114.50.http > 206.48.44.90.2313: . ack 2921 win 32120

00:37:25 IP 206.48.44.40.2222 > 172.16.114.30.http: . (256) ack 8192 win 31744

00:37:25 IP 206.48.44.50.2222 > 172.16.114.40.http: . (1320) ack 8192 win 31744

00:37:38 IP 206.48.44.60.2222 > 172.16.114.70.http: . (156) ack 8192 win 31744

00:37:49 IP 206.48.44.90.2313 > 172.16.114.50.http: . (1460) ack 8192 win 31744

00:37:58 IP 206.48.44.90.2313 > 172.16.114.50.http: . (1460) ack 8192 win 31744

[⥲䝟䜿䝑䝖ᩘ] = 7

7

4

5

[
=

⤌䜏ྜ䜟䛫ᩘ㼉

㼇䝟䜿䝑䝖ᩘ㼉

⇒㏻ಙ㔞䠄HTTP䠅

[⤌䜏ྜ䜟䛫ᩘ] = 4
[⤌䜏ྜ䜟䛫䛻䛚䛡䜛䝦䝑䝎᝟ሗせ⣲䜢ྵ䜐䝟䜿䝑䝖ᩘ] = 5

⇒೫䜚䠄DoSᨷᧁ䠅

༢఩᫬㛫䜢1ศ䛸䛧䛶ฎ⌮䜢⾜䛖
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᫬⣔ิ䝕䞊䝍ฎ⌮(౛䠖DoSᨷᧁ)

᫬㛫᫬㛫᫬㛫᫬㛫 ㏦ಙඖ㏦ಙඖ㏦ಙඖ㏦ಙඖIP.㏦ಙඖ㏦ಙඖ㏦ಙඖ㏦ಙඖ䝫䞊䝖䝫䞊䝖䝫䞊䝖䝫䞊䝖 > ㏦ಙඛ㏦ಙඛ㏦ಙඛ㏦ಙඛIP.㏦ಙඛ㏦ಙඛ㏦ಙඛ㏦ಙඛ䝫䞊䝖䝫䞊䝖䝫䞊䝖䝫䞊䝖: (䝟䜿䝑䝖䝃䜲䝈䝟䜿䝑䝖䝃䜲䝈䝟䜿䝑䝖䝃䜲䝈䝟䜿䝑䝖䝃䜲䝈)

00:38:07 IP 172.16.114.50.http > 206.48.44.50.2222: . ack 5841 win 32120

00:38:17 IP 172.16.114.50.http > 206.48.44.90.2313: . ack 2921 win 32120

00:38:25 IP 206.48.44.50.2222 > 172.16.114.50.http: . (320) ack 8192 win 31744

00:38:25 IP 206.48.44.50.2222 > 172.16.114.50.http: . (320) ack 8192 win 31744

00:38:38 IP 206.48.44.50.2222 > 172.16.114.50.http: . (320) ack 8192 win 31744

00:38:49 IP 206.48.44.90.2313 > 172.16.114.50.http: . (320) ack 8192 win 31744

00:38:58 IP 206.48.44.90.2313 > 172.16.114.50.http: . (320) ack 8192 win 31744

[⥲䝟䜿䝑䝖ᩘ] = 7

7

5
[

=
⤌䜏ྜ䜟䛫ᩘ㼉

㼇䝟䜿䝑䝖ᩘ㼉

⇒㏻ಙ㔞䠄HTTP䠅
[⤌䜏ྜ䜟䛫ᩘ] = 1
[⤌䜏ྜ䜟䛫䛻䛚䛡䜛䝦䝑䝎᝟ሗせ⣲䜢ྵ䜐䝟䜿䝑䝖ᩘ] = 5

⇒೫䜚䠄DoSᨷᧁ䠅

⇒᫬⣔ิ䝕䞊䝍

ᢳฟ䛧䛯᫬⣔ิ䝕䞊䝍䛾┦㛵㛵ಀ

┦㛵ಀᩘ᫬⣔ิ䝕䞊䝍䜢సᡂ⇒ኚ໬Ⅼ䜢᳨ฟ
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䝫䞊䝖䝇䜻䝱䞁

■䝫䞊䝖䝇䜻䝱䞁

⇒᥋⥆䜢☜❧䛧䛺䛔㏻ಙ᪉ἲ

⇒≉ᚩ㔞䛻䛚䛔䛶┦㛵㛵ಀ䛜ᔂ䜜䜛㒊ศ䛜Ⓨ⏕

䞉䝃䞊䝞䛾䝃䞊䝡䝇䝫䞊䝖䛻㡰␒䛻䜰䜽䝉䝇䛧䚸౵ධཱྀ
䛸䛺䜚䛖䜛⬤ᙅ䛺䝃䞊䝡䝇䝫䞊䝖䛜䛺䛔䛛䜢ㄪ䜉䜛⾜Ⅽ

[≉ᚩ1]㏦ಙඖIP䛿ഇ⿦䛥䜜䛺䛔

[≉ᚩ2]䝃䞊䝞⟶⌮⪅䛻䝇䜻䝱䞁䜢▱䜙䜜䛯䛟䛺䛔
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㏻ᖖ䛾㏻ಙ᪉ᘧ

FIN䠄䝁䝛䜽䝅䝵䞁ษ᩿ษ᩿ษ᩿ษ᩿せồ䠅

ACK䠄☜ㄆᛂ⟅䠉FIN䛻ᑐ䛩䜛ACK䠅

ACK䠄☜ㄆᛂ⟅䠉FIN䛻ᑐ䛩䜛ACK䠅

FIN䠄䝁䝛䜽䝅䝵䞁ษ᩿ษ᩿ษ᩿ษ᩿せồ䠅

㏦ಙඖ㏦ಙඖ㏦ಙඖ㏦ಙඖ䝩䝇䝖䝩䝇䝖䝩䝇䝖䝩䝇䝖 ㏦ಙඛ㏦ಙඛ㏦ಙඛ㏦ಙඛ䝩䝇䝖䝩䝇䝖䝩䝇䝖䝩䝇䝖

SYN䠄䝁䝛䜽䝅䝵䞁☜❧☜❧☜❧☜❧せồ䠅

ACK(☜ㄆᛂ⟅)䠇SYN(䝁䝛䜽䝅䝵䞁☜❧☜❧☜❧☜❧せồ)

ACK䠄☜ㄆᛂ⟅䠉SYN䛻ᑐ䛩䜛ACK䠅

SYN䛸FIN䛿

ᙉ䛔┦㛵㛵ಀ

3way-handshake

᥋⥆☜❧䛸᥋⥆ษ᩿

䡚䝕䞊䝍㌿㏦䡚
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䝫䞊䝖䝇䜻䝱䞁䛾㏻ಙ᪉ᘧ

㏦ಙඖ㏦ಙඖ㏦ಙඖ㏦ಙඖ䝩䝇䝖䝩䝇䝖䝩䝇䝖䝩䝇䝖 ㏦ಙඛ㏦ಙඛ㏦ಙඛ㏦ಙඛ䝩䝇䝖䝩䝇䝖䝩䝇䝖䝩䝇䝖

SYN䠄䝁䝛䜽䝅䝵䞁☜❧☜❧☜❧☜❧せồ䠅

ACK(☜ㄆᛂ⟅)䠇SYN(䝁䝛䜽䝅䝵䞁☜❧☜❧☜❧☜❧せồ)

RST䠄ᙉไ⤊஢䠅

SYN䝣䝷䜾䛸FIN䝣䝷䜾

䛾ᑐᛂ䛜䛸䜜䛶䛔䛺䛔

᥋⥆☜❧䛜ᡂ❧䛧䛺䛔
䠄䝃䞊䝞䝻䜾䛻ṧ䜙䛺䛔䠅 SYN䝟䜿䝑䝖ᩘ䛸

FIN䝟䜿䝑䝖ᩘ䛾

┦㛵䛜ᔂ䜜䜛
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᫬⣔ิ䝕䞊䝍ฎ⌮䠄䝫䞊䝖䝇䜻䝱䞁䠅

䞉㏻ಙ㔞䠄䝦䝑䝎᝟ሗ䠖SYN䚸FIN䠅

⇒ 䝣䝷䜾ู䛾䝟䜿䝑䝖ᩘ䜢≉ᚩ䛸䛧䛯᫬⣔ิ䝕䞊䝍䜢ᢳฟ

ᢳฟ䛧䛯᫬⣔ิ䝕䞊䝍䛾┦㛵㛵ಀ

┦㛵ಀᩘ᫬⣔ิ䝕䞊䝍䜢సᡂ⇒ኚ໬Ⅼ䜢᳨ฟ

༢఩᫬㛫䠄1ศ䠅ᙜ䛯䜚䛾䝟䜿䝑䝖ᩘ䜢䜹䜴䞁䝖

䞉SYN䝣䝷䜾䛾❧䛳䛯䝟䜿䝑䝖
䞉FIN䝣䝷䜾䛾❧䛳䛯䝟䜿䝑䝖
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┦㛵ಀᩘ᫬⣔ิฎ⌮

■䝢䜰䝋䞁䛾✚⋡┦㛵ಀᩘ

( )( )

( ) ( )∑∑

∑
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=
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−−
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ἲ䛷䛒䜛䛜䚸ணഛᐇ㦂䛾⤖ᯝ༑ศ≉ᚩ䜢ᚓ䜛䛣䛸䛜䛷䛝䛶䛔䛯䛯䜑᥇
⏝䛧䛯䚹
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ChangeFinder[4]䛾ὶ䜜䠄➨1ẁ㝵䠅

T༊㛫༊㛫༊㛫༊㛫

ᖹ⁥໬ᚋ䛾እ䜜್䝇䝁䜰䠙᫬⣔ิ䝕䞊䝍

⇒ ෌ᗘᏛ⩦

᪂䛧䛔䝕䞊䝍ẖ䛻䚸䛭䛾᫬Ⅼ䛛䜙T᫬Ⅼ๓䜎䛷䛾ᖹᆒ䜢䛸䜛
⇒ T༊㛫䜢䛪䜙䛩䜲䝯䞊䝆

᫬⣔ิ䝕䞊䝍 እ䜜್䝇䝁䜰 ᖹ⁥໬ᚋ

tx txtx
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ChangeFinder[4]䛾ὶ䜜䠄➨2ẁ㝵䠅

➨1ẁ㝵Ꮫ⩦䛷䛾እ䜜್䝇䝁䜰

እ䜜್䝇䝁䜰ᖹ⁥໬ᚋ

tx tx෌ᗘᏛ⩦

➨2ẁ㝵Ꮫ⩦䛷䛿ኚ໬Ⅼ䝇䝁䜰

⇒ኚ໬Ⅼ䝇䝁䜰䛜㧗䛔䜋䛹ኚ໬Ⅼ䛷䛒䜛ྍ⬟ᛶ䛜㧗䛔
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┠ḟ

� ᥦ᱌ᡭἲ䛾ㄝ᫂

� ᐇ㦂䛸⪃ᐹ

� 䜎䛸䜑
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ᐇ㦂᮲௳

■MIT䛾LINCOLN◊✲ᡤ䛜సᡂ䛧䛯IDSホ౯⏝䝕䞊䝍
䞉IDS䛾ᛶ⬟䜢ẚ㍑䛩䜛䝸䝣䜯䝺䞁䝇䝕䞊䝍

䞉Week5䛾Tuesday䝕䞊䝍(tcpdumpᙧᘧ)
-䝫䞊䝖䝇䜻䝱䞁䛸HTTP䛻ᑐ䛩䜛DoSᨷᧁ䛜ྵ䜎䜜䜛

䞉ᨷᧁ᫬㛫䠄༢఩᫬㛫䛿1ศ䠅
- HTTP䛻ᑐ䛩䜛DoSᨷᧁ䠉 211ศ䚸795ศ
-䝫䞊䝖䝇䜻䝱䞁䠉 616ศ

䞉┦㛵ಀᩘ䛾❆䝃䜲䝈 N = 20

䞉ᐇ㦂
- [ᐇ㦂1]㏻ಙ㔞䠄HTTP䠅䛸೫䜚䠄DoSᨷᧁ䠅䛾┦㛵
⇒ DoSᨷᧁ䛾᳨ฟ
⇒༢୍䛾≉ᚩ㔞䜢⏝䛔䛯ᡭἲ[ᚑ᮶ᡭἲ]䛸䛾ẚ㍑
- [ᐇ㦂2]㏻ಙ㔞䠄SYN䞉FIN䝣䝷䜾䠅ྠኈ䛾┦㛵
⇒䝫䞊䝖䝇䜻䝱䞁䛾᳨ฟ
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ᐇ㦂⤖ᯝ(1)
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■ HTTP䝃䞊䝡䝇䛻ᑐ䛩䜛䝟䜿䝑䝖䝕䞊䝍

DoS
DoS

䠄䠄䠄䠄ᥦ᱌ᡭἲᥦ᱌ᡭἲᥦ᱌ᡭἲᥦ᱌ᡭἲ䠅䠅䠅䠅

○○
○

×

⇒೫䜚䠄DoSᨷᧁ䠅

⇒㏻ಙ㔞䠄HTTP䠅
┦㛵㛵ಀ䛾ኚ໬

䞊䠖ኚ໬Ⅼ䝇䝁䜰
䞊䠖㏻ಙ㔞

䠄䠄䠄䠄ᚑ᮶ᚑ᮶ᚑ᮶ᚑ᮶ᡭἲᡭἲᡭἲᡭἲ䠅䠅䠅䠅
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ᐇ㦂⤖ᯝ(2) – ༢୍䛾≉ᚩ㔞
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䠄䠄䠄䠄SYN䝟䜿䝑䝖䝟䜿䝑䝖䝟䜿䝑䝖䝟䜿䝑䝖䠅䠅䠅䠅

䠄䠄䠄䠄FIN䝟䜿䝑䝖䝟䜿䝑䝖䝟䜿䝑䝖䝟䜿䝑䝖䠅䠅䠅䠅
≉ᚩ㔞䛾┦㛵

┦㛵ಀᩘ᫬⣔ิ䝕䞊䝍

䝫䞊䝖䝇䜻䝱䞁

DoS
DoS

䞊䠖ኚ໬Ⅼ䝇䝁䜰
䞊䠖㏻ಙ㔞
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ᐇ㦂⤖ᯝ(2) – ᥦ᱌ᡭἲ
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┠ḟ

� ᥦ᱌ᡭἲ䛾ㄝ᫂

� ᐇ㦂䛸⪃ᐹ

� 䜎䛸䜑
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䜎䛸䜑

� 䝖䝷䝣䜱䝑䜽≉ᚩ䛾┦㛵≉ᛶ䜢฼⏝䛧䛯ᡭἲ䜢ᥦ᱌

� 䝖䝷䝣䜱䝑䜽≉ᚩ䜢ᢳฟ

� ≉ᚩ㔞᫬⣔ิ䝕䞊䝍䛻䛚䛡䜛┦㛵

� ┦㛵ಀᩘ᫬⣔ิ䝕䞊䝍䛾ኚ໬Ⅼ䜢᳨ฟ

■≉ᚩ
⇒༢୍䛾≉ᚩ㔞䛷䛿䛸䜙䛘䜙䜜䛺䛔␗ᖖ䜢᳨ฟ
⇒㏻ಙ᪉ἲ䛛䜙㐓⬺䛧䛯䜰䜽䝉䝇䜢᳨ฟ

■ၥ㢟Ⅼ
⇒䝕䞊䝍㔞䛾ᑡ䛺䛔㒊ศ䛷≉ᚩ䜢ᢳฟ䛧㐣䛞䜛Ⅼ
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௒ᚋ䛾ㄢ㢟

■┦㛵ಀᩘ䛾❆䝃䜲䝈䛾㐺ᛂⓗỴᐃ
⇒ᶆ‽೫ᕪ䛜❆䝃䜲䝈䛻䛚䛔䛶0䛻䛺䜛ሙྜ䛾ฎ⌮
⇒ᶆ‽೫ᕪ䛻䜘䜛❆䛾㐺ᛂⓗỴᐃ

■⤌䜏ྜ䜟䛫䛻䜘䜛≉ᚩ㔞䛾䝹䞊䝹ᨵၿ
⇒┦㛵㛵ಀ䛾⌧䜜䜛䝦䝑䝎䛾⤌䜏ྜ䜟䛫䜢᳨ド
⇒䝃䞊䝞ഃ䜈䛾䝟䜿䝑䝖䛻⤠䜛䛣䛸䛻䜘䜛ホ౯
⇒䝃䞊䝞㈇Ⲵ᝟ሗ䛻ᑐ䛩䜛≉ᚩ㔞䛾⪃៖

■ኚ໬Ⅼ᳨ฟ䜶䞁䝆䞁䛾ከḟඖ໬䛸ᣑᙇ
⇒」ᩘ䛾┦㛵ಀᩘ᫬⣔ิ䝕䞊䝍䜢ᢅ䛘䜛䜘䛖ᣑᙇ
⇒ᛀ༷ಀᩘ䛸ᖹ⁥໬ಀᩘ䛾㐺ᛂⓗỴᐃ


